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Facilitate dialogue and collaboration, a a d a ogu a d o abo a o ,

Affect change, and g ,

Create and adopt best practices to 
address Internet identity theft

The Purpose of RISG  The Purpose of RISG  The Purpose of RISG  The Purpose of RISG  



gTLD Registries: Afilias Limited, AusRegistry, NeuStar, Public 
Interest Registry  and VerisignInterest Registry, and Verisign

ccTLD Registries: SIDN (.NL), CNNIC (.CN), .NZ,  and Nominet
(.UK)
◦ Major ccTLD registries provide expertise and global perspectiveajo cc eg st es p o de e pe t se a d g oba pe spect e

Internet Security: Cyveillance, Internet Identity, MarkMonitor, 
McAfee, Shinkuro and Symantec Corporation

Global Law Enforcement: FBI & UK
◦ Law enforcement perspective on Internet crime and solutions

Registrars: GoDaddy, MarkMonitor, Melbourne IT, Network g y, , ,
Solutions, SnapNames

Chair: Alexa Raad, PIR  | araad@pir.org
Vice Chair: Roelof Meijer, SIDN | roelof.meijer@sidn.nl 

f l | f l f

RISG MembersRISG Members

Secretary: Greg Aaron, Afilias | gaaron@afilias.info

RISG MembersRISG Members



Members represent multiple capabilities and p p p
interests
◦ Best possible view of issues

◦ Range of viewpoints

◦ Ability to see multiple angles of each issue

B t Ch  f  A hi i  Eff ti  Best Chance for Achieving Effective 
Remedies 

Complete Value ChainComplete Value ChainComplete Value ChainComplete Value Chain



What RISG is What RISG is NotNotWhat RISG is What RISG is NotNot

Internet Policeo

Content Control or Censorship

A Body Defining Binding Policyy g g y



For the members:

◦ Industry collaboration

◦ Proactivity on our part avoids 

unnecessary regulation laterunnecessary regulation later

For the industry:

◦ Consistent and effective processes 

regardless of TLD

Safer Internet for all users:

◦ Minimizes damage as problems are es da age as p ob e s a e

identified quicker and resolved sooner

Develop and Increase Global 

P ti

RISG BenefitsRISG Benefits

Perspective

RISG BenefitsRISG Benefits



Best Practices Data Sharing Plang
◦ Identify curative & preventative goals and 

associated use cases
◦ Identify data relevant to each use caseIdentify data relevant to each use case
◦ Comply with legal requirements for data sharing

Anti-Phishing
◦ What types of threats to handle?yp
◦ How to respond to the threats?
◦ Identify reliable data indicators of Phishing.

How to work with law enforcement?

What are we doing?What are we doing?

◦ How to work with law enforcement?

What are we doing?What are we doing?



Adopt domain suspension at the registry level?

Positively identify Phishing Sites across TLDs Positively identify Phishing Sites across TLDs 

Adopt consistent policies across TLDs to minimize p p
domain abuse

Explore Options and Best Practices to Explore Options and Best Practices to 
Stop Internet Identity TheftStop Internet Identity TheftStop Internet Identity TheftStop Internet Identity Theft



Internet Community Participationy p
◦ Particularly ccTLDs

Gl b l L  E f t C tiGlobal Law Enforcement Cooperation

Communication of our findings and best Communication of our findings and best 
practices
◦ Followed by voluntary adoption 

What RISG Needs to SucceedWhat RISG Needs to SucceedWhat RISG Needs to SucceedWhat RISG Needs to Succeed



To Join Contact:

Adam Palmer  Law & Policy CounselAdam Palmer, Law & Policy Counsel
Email:  apalmer@pir.org

.ORG, The Public Interest Registry
1775 Wiehle Avenue, Suite 200
Reston  VA  20190 USAReston, VA  20190 USA

www.registrysafety.org

Interested?Interested?Interested?Interested?


